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Detection of top 10,000 threats
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Outbreak Detection (In Days)
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Click here to learn more about the test https:


https://www.opswat.com/blog/detecting-malware-outbreaks-faster-using-multiple-anti-malware-engines
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File Log Email History Email Event Log Application Log Windows Event Log Configuration & Download «

|. All time | | Searchname Q@ showing 20 of 21763 Quick Filters: Allowed 3 Refresh W Clear Logs
FILE NAME REASON WORKFLOW APPLIED SOURCE SCANTIME  START TIME
eicar.com Infected Web Scan localhost 1809 ms 2016/10/17 4:23:54 PM
Metadefender Client.exe Infected Metadefender Client WindowsDemo 2531 ms 2016/10/18 9:24:51 AM
heurscn2.qud Infected Metadefender Client WindowsDemo 5553 ms 2016/10/18 9:24:54 AM
Powerl506-x64.exe - Mail Agent fe80:acbf:d18b:3a0c:d9e8%11 0 ms 201610419 10:32:45 AM
eicar_com.zip Infected Mail Agent fe80--acbf-d18b:3a0c-d9e8%11 1201 ms 2016/10/19 11:09:54 AM
Power|SO6-x64.exe Infected Mail Agent fe80::acbf:d18b:3a0c:d9e8%11 5459 ms 2016/10/19 11:10:09 AM
eicar_com.zip - Mail Agent fe80:acbf:d18b:3a0c:d9e8%11 78 ms 201610419 11:10:24 AM
export ‘Mismatch Mail Agent fe80--acbf-d18b:3a0c-:d9e8%11 0ms 2016/10/20 9:36:07 AM
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Metadefender Core notification: Email infected

IX® aschulman@opswat.com
To: waw@caffeine.andymillar.co.uk; Demo DU, User; o

Metadefender Core has detected an infection in the following email:

Date :11/08/2016 01:33:09

From :"Apache, andymillar.co.uk" <andy@andymillar.co.uk=>

To :"demouser@napswitch.com" <demouser@napswitch.com=
Subject: EICAR Virus Test Email

Result : EICAR Test File

e

Ahnlab

AVG

Avira

BitDefender

ClamAv

Metadefender Client (2).exe

Infected

Generic Win/DOS Executable

' Metadefender Client Size

aschulman-8e

me  2016/11/03 12:31:06 PM

10.28 MB

RESULT

o
o

o

Hashes
MD5 E4816D02C7FG6E19E1A2ZBSE2ZBCET086A
HA CADNBD7AET92534ECT72DASES669CFEB345A0BA6C

SHA256 35B1E22356369F5BDD29E661C0D2923CFEAC40ATFCT 148DE2077EEOD1 D2D096E
SCAN TIME DEFINITION TIME
1341 ms 2016-10-27
1263 ms 2016-11-02
124 ms 2016-11-02 TR/Dropper.Gen °
1778 ms 2016-11-02
2152 ms 2016-11-02
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(e.g. scripts and macros)

Sanitization Rules

Sanitize Allowed Files
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Data Sanitization: e nknOWn /\/l
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Microsof ft Office Files O

x ﬁ H O I A O O:I O A 7 ™ Word Documen 1t (2003 and earlier) (.doc) \ doc A

[ = T K
@  Excel Spreadsheet (2003 and earlier) (xIs) xs v r Sy

PowerPoint Presentation (2003 and earlier) e
v
“ (.ppt) PP
2] Word Document (2007 and later) (.docx) docx ¥ l
~ Excel Spreadsheet (2007 and later) (.xisx)
&  PowerPoint Presentation (2007 and later) (pptx) | PPtX ¥
Other Documen ts
&  Rich Text Format (.rtf) rtf "
&  Hypertext Markup Language (.htmv/htmi) pdf ¥
Image Files 1 OO H Olki'o
¢ o / o —-l
&  Joint Photographic Experts Group (.jpg) bmp ~ o
X

&  Bitmap Image File (bmp) eps. ¥ (. th | _)
@  Portable Network Graphics (.png) \ bmp ¥
[  Tagged Image File Format (.tiff) uff v
Scalable Vector Image Format (.svg) bmp ¥
@  Graphics Interchange Format (.gif) bmp ¥

(7] Sanitize Blocked Files
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McAfee Email Gateway

Spam Email Gateway
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Spam Email Gateway
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On-Premises
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On—-Premises Cloud & Hosted
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Exchange 0¥ At HOIS 2|2t Metadefender Email Security
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Users
G Suite
] Office 365 D
B2 Hosted Exchange

Internet MX Record Metadefender Email Security Cloud & hosted email solution

Hosting options:

* Amazon Web Services
* Your Data Center

* Hosting Service Provider

Users



